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ev 1978 

MEMORANDUM FOR: CDenuty Lirector of Gecurity (PST) 

Chief, Security Staff, ODEL 

Chief, Seeurity Etaff, cL 

Chief, Tecnnical Security Division, Os 

Chief, Information Review Croup, "Oe 

Chief, Special Security Center, CS 

Chief, Information Systems Security Group, Cf 

Chief, Safety Branch, PhySPb/os 

Chief, Domestic Security franch, Physo/os 
FROM: 

Chief, Physical Security Division, O& 
SUBJECT: Draft of "Standard Security Procedures for 

Contractors" (U/AIUC) 

1. (C) Forwarded for your review and comment is the 
first of the sertes of uniform industrial security manuals 
being prepared by this Office as directed by the Director of 
Central Intellizenee. This first Security Nanual consists 


of a basie document pertaining to Cffice of Logistics 
ontracting, where the association of the Arercy with the 
contractor is naelassitied (AU); a small Annex nertainins to 
association classifiea (AC) contracts; and an Annex of only 
one pare defining sre ectal ee ee for contpacter access 
to Arency facilities. Ineluded as Appendices are excerrts 
Prom applicable Federal Statutes and Executive Orders, forus, 
construction specifications, Defensive Security Erieringe 
Guicelines, and loi ind mransitiss Lon Class Stancares. 


2. (C) Following ite approval ty the Cirector of 
Security, we would envision that the facle “apual, entitied 
"Stancard Security Procedures for Contractors," would be gent 
tosether with its five Appendices to all Office of Logistics 
contractors whose Agency association is unclassified. 

Those Office of Logisties contractors whese Azency assnciatior 
is classified would receive the same Pasic “anual and the 
five Appendices, but would, in addition, pascal the small 
Annex I, which contains those few security ul wri! 
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which concerns itself with rules for contractor personnel “he 
require access to Agency facilities, would be sent on 


those Cffice of Logistics contractors with a ne 
those procedures. The latter aizht be 
contractors, desendins on the ctreu Ses aneee 

3. (©) We believe that "Standard Security Procedures 
for Contractors” can be controlled with the caveat FOF 


OFFPICAL USE CNLY Its Association Classified Annex I would? 
be classified CONPIDEN YDTAL, as would annex TI, ceneerning 
contractor aeceas to pe ches Yacllities Wwe telleve Annex IT 


should be classified CONFIDENTIAL hacause ite reference toa 

the use of polysraph would surface the ous rener” as either 
the Central Intellisence Agency (CIA) or the National Security 
Agency (ISA), since only CIA and NSA conduct polygraph 
examinations of inéustrial contractor personnel. 


4, (U/AIUO) We would suggest that "Standard Security 
Procedures for Contractors” be published in a loose-lea 
fornat sinilar to that currently usec for Headquarters 
Regulations. This approach would zreatly facilitate updating 
and would make it simple to add new material or te egos the 
overall classification of the Vanual itself, depending the 


agt 


AU op AG nature of the contract. 

Se (U/ATTO) T three column fornat presented in this 
draft has been Chea, for ease of reference The Laftehand 
column contains the ole Au "white Cock" in its entirety, and 
these portions of the old AC "Creen Tock” which are anplicable 
to AC contracting and Teeny facility aceess., The center 

clumn contains the proposed manual, underlined where it 
ciffers from the old. Tre rightehand eelumm contains the 
rationale for the ¢enance. 

6. (U/AIUC) It will be belrful te pemernber while 
reviewin; these papers, that this is tut one of ¢hres 
Uniferm Security “Manual revisiens currently WiHierway 2 SRS 
OPrice. The second is 4 tev IPaustrial Security “anal 
for use by National Progra ractors. “The third te «a now 
Rusic Sensitive Compartmented Information (fCI) Manual, ane 
eoncerns itself, for the most nart, with these irdustrtial 
eontractors who are invelved in Areneyefunded [CI cantracts. 
it_ would have aprropriate Annexes pertainine te © 

and to AC and Au contracting as anrrerriate. 
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uniformity, and you will note that in numerg instances in 
our new draft we have referred to existing procedures. 
Please be mindful of the fact that changes you recommend in 
this draft should be as uniformly applicable as possible to 
all Agency industrial contracting at whatever level of 
classification or compartmentation. 


7. It is emphasized that coordination, at this juncture, 
is to be totally within the Agency and that recipients of 
this draft are not to provide copies, or portions thereof, to 
contractor personnel nor are they to solicit contractor 
input. We would appreciate receiving your written comments 
no later than close of business 22 November 1978. Should you 
have questions concerning this matter, please refer them to 
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cc: DD/PTOS 
Att 


Distribution: 

Orig - DD/PSI 
- C/SS/OD&E 
- C/SS/0L 
-~ C/TSD/OS 
- C/IRG/OS 
C/SS8C/08 
- ISSG/0S 
- SB/PhySD 
- DSB/PhySD 
- ISB Subject 


ae Chrono 
ISB sb (2 November 1978) 
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